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Abstract. Bayesian networks (BNs) have emerged as a fundamental mathematical tool for
developing system digital twins (SDTs). Despite substantial advancements, the scalability of
SDTs remains constrained by the increasing storage and computational demands associated
with large BNs. To address this limitation, this paper proposes an entropy-based formulation to
improve the computational efficiency of BNs while maintaining predictive accuracy. The
validity of entropy in capturing node uncertainty is first demonstrated through two
representative BN structures: (1) in the chain structure, entropy change decreases with distance
from observations; and (2) in the common effect structure, entropy change increases as
additional observations become available. Then, analytic expressions are derived from a two-
node BN structure. It shows that key statistical parameters, including entropy, mean, and
variance, can effectively model uncertainty propagation between connected nodes within BN,
achieving an average RMSE of 0.027 across 100 random BNs. The formulation is further
generalized to the common effect structure, yielding an average RMSE of 0.082 for entropy
prediction. By reducing BN storage requirements under varying network complexities, the
proposed formulation offers a promising pathway for enabling scalable and efficient SDTs for
complex infrastructure systems.

1 INTRODUCTION

With rapid advancements in artificial intelligence (Al), Internet of Things (IoT), and
computational power, digital twin (DT) has emerged as a promising and transformative tool for
effective management of infrastructure systems. By definition, DTs are virtual representations
of physical assets or systems, wherein digital entities are dynamically and continuously
synchronized with their physical counterparts through bidirectional information exchange [1].
Specifically, the digital replicas are updated through integrating muti-source data from the real
world to mirror the real-time condition and state of the physical assets. The updated virtual
representations can provide insights into informed decision-making for the operation,
management, and maintenance of physical systems. This closed-loop feedback between the
physical and virtual spaces holds the potential to enhance the performance of infrastructure
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systems and significantly reduce their life-cycle costs.

Recently, the concept of system digital twin (SDT) was proposed by Cheng et al. [2-4] to
develop DTs from the perspective of complex systems. The SDT framework involves three
phases: (a) construction of a knowledge graph (KG) to capture the statistical correlations and
interdependencies across various levels of the complex system; (b) transformation of the KG
into a Bayesian network (BN) by fitting conditional probability tables (CPTs) to quantify
probabilistic dependencies; and (c¢) conversion of the BN into an SDT by specifying data and
performance nodes to enable automated Bayesian inference. The SDT framework is
demonstrated via a case study for monitoring the risk of bridge network in Miami-Dade County.
This county-scale SDT interlinks three systems (bridge, traffic, and river) for probabilistic
modeling and risk updating. However, the SDT faces significant computational challenges: the
SDT comprises 6,478 nodes and 10,584 edges, requiring over 256 GB of memory to store its
CPTs even with a coarse discretization. Such demands severely limit the scalability and
practical applications of SDTs in large-scale infrastructure systems.

To address this challenge, this paper proposes a novel entropy-based formulation as an
efficient surrogate for BNs. The formulation is designed to quantify uncertainty propagation
within BNs in a computationally tractable manner while preserving predictive accuracy. The
rationale for using entropy as an indicator of uncertainty propagation is first demonstrated
through two representative BN topologies: the chain structure and the common effect structure.
Subsequently, analytic expressions are derived from a simple two-node BN to capture the
relationship between the entropies of connected nodes, thereby replacing the computationally
intensive probabilistic updates via CPTs. Finally, the proposed formation is extended to a
complex BN topology, demonstrating strong generalization capability and robust performance
in modeling uncertainty propagation within BN.

2 CONCEPTS OF BAYESIAN NETWORK

BNs are probabilistic graphical models that represent a set of random variables and their
conditional dependencies via a directed acyclic graph [5]. They have emerged as key enablers
of SDTs due to their alignment with the core objectives of SDTs. Specifically, SDTs are
expected to fulfill the following functions: (a) modeling complex correlations and
interdependencies within infrastructure systems; (b) integrating heterogeneous, multi-source
data from the physical world; and (c) enabling probabilistic inference and predictive analytics
to support informed decision-making. BNs are well-suited to support these functions through
their unique capabilities: (a) explicit representation of statistical dependencies via a graphical
structure; (b) seamless integration of diverse data sources by linking them to relevant nodes in
the network; (c) incorporation of observed evidence to infer the posterior probability of
variables of interest.

The development of a BN entails two primary steps: specifying the network structure and
estimating the CPTs. The former step establishes the statistical dependencies among variables,
while the latter step quantifies the probabilistic relationships between connected nodes. The
network structure can be obtained through expert knowledge, empirical data analysis, or a
combination of both. To identify an optimal network topology, structure learning algorithms,
including constraint-based, score-based, or hybrid approaches [6-8], are commonly used. After
the structure is established, a dataset, derived from filed observations or numerical simulations,
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is required to estimate the marginal and CPTs of BN. Then, parameter learning is conducted
using methods such as expectation—maximization and maximum likelihood estimation [9,10].
With the constructed BN, Bayesian inference can be performed to update the posterior
distributions of variables of interest given partial or complete evidence.

3 FORMULATE UNCERTAINTY PROPAGATION WITHIN BN USING ENTROPY-
BASED ANALYTIC EXPRESSIONS

While BN has proven effective in the development and implementation of SDTs, it faces a
significant computational challenge as system size and complexity scale, i.e., the exponential
growth in storage demands associated with CPTs. To address this challenge, this study proposes
an entropy-based formulation as a computationally efficient surrogate for BN. By deriving and
fitting analytical expressions that capture uncertainty propagation between connected nodes,
the proposed formulation aims to improve computational efficiency while preserving predictive
accuracy.

3.1 Quantify node uncertainty via entropy

Entropy is a quantitative metric that characterizes the degree of disorder, randomness, and
uncertainty within a system [11]. Originating from classical thermodynamics and later
formalized in information theory, the concept of entropy has been broadly adopted across a
wide range of fields. For a discrete random variable X that assumes N distinct states {xi, x2, ...,
xn}, the entropy of X, denoted as Hx is defined as [12]:

N
Hy = _z-zlp(xi) logn p(x;) @

where p(x;) represents the probability of occurrence of state x;, satisfying 0 < p(x;) < 1 and
>N . p(x;) = 1. The base of the logarithmic function is set to N, the total number of discrete
states, to normalize the entropy to the range from 0 to 1.

In the context of BN, entropy can serve as a measure for quantifying the uncertainty
associated with marginal and conditional probability distributions. To evaluate the validity of
entropy in capturing node uncertainty within BN, several Bayesian updating scenarios are
constructed. These scenarios are designed to investigate how uncertainty propagates across BN
and how entropy of individual nodes changes in response to new evidence. Herein, two typical
BN topologies are selected: the chain structure and the common effect structure. The chain
structure consists of a linear sequence of nodes, where each node is dependent on a single parent
and influences a single child, forming a unidirectional path of dependencies. In contrast, the
common effect structure involves a single child node that is dependent on multiple parent nodes,
capturing the joint influence of multiple upstream variables.

For the chain structure, a BN comprising a linear sequence of ten nodes is constructed, as
shown in Figure 1(a). Specifically, node 1 functions as the root node and is assigned a marginal
probability distribution, while nodes 2 through 10 are assigned with conditional probability
distributions. Each node is discretized into two distinct states to ensure computational
tractability. A Bayesian updating scenario is selected to examine how uncertainty propagates
through the network. In this scenario, new evidence is introduced at node 1, after which
Bayesian inference is conducted to update the posterior probability distributions of the
downstream nodes in the chain. To systematically investigate the uncertainty propagation under
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various parameter configurations, a total of 100 BNs are created by randomly sampling the
CPTs for the nodes.
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Figure 1: Bayesian updating in a chain-structured BN: (a) Bayesian updating using data observed at root node;
(b) Entropy change of nodes following Bayesian updating.

The results are post-processed as follows: for each node, the entropy is calculated before
(initial entropy) and after Bayesian inference (updated entropy). The entropy change is then
determined as the difference between the two values. The above procedures are conducted
across all 100 BN, yielding individual entropy change curves in the inset of Figure 1(b). These
curves are aggregated to calculate the mean entropy change and its standard deviation at each
node, as depicted in Figure 1(b). The figure reveals a clear trend: the entropy change decreases
sharply as the distance from the observed node increases, indicating that the impact of new
observations weakens as it propagates along the chain-structured network. Notably, the entropy
change of nodes 5 to 10 approaches zero, implying that the updates at data nodes have a
negligible effect on the uncertainties of these distant nodes.
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Figure 2: Bayesian updating in BN with a common effect structure: (a) Bayesian updating using partially or
fully available data from parent nodes; (b) Entropy change of child node following Bayesian updating.

For the common effect structure, a BN comprising six nodes is constructed, where node 6
functions as the child node influenced by five parent nodes (nodes 1 to 5), as shown in Figure
2(a). Nodes 1 to 5 are assigned marginal probability distributions, whereas node 6 is equipped
with a conditional probability distribution. Consistent with the previous experiment, each node
is discretized into two states and a total of 100 BNs are generated with randomly sampled CPTs.
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To investigate uncertainty propagation across the network, several Bayesian updating scenarios
are created where partially or fully observed data from parent nodes are incorporated to perform
Bayesian inference thereby updating the posterior probability distribution of child node.

The results are post-processed as follows: for each scenario, the entropy change of node 6 is
computed to examine how uncertainty of child node evolves in response to various numbers of
observations from parent nodes. This yields entropy change curves under different observation
conditions, as shown in the inset of Figure 2(b). These individual curves are aggregated to
derive the mean entropy change and its standard deviation under various number of node
observations, as depicted in Figure 2(b). The figure reveals an obvious trend: the entropy change
of the child node increases as more parent nodes are observed. Specifically, when fewer than
three parent nodes are observed, the entropy exhibits minimal change, indicating that limited
evidence has a modest effect on reducing uncertainty. In contrast, when four or five parent
nodes are observed, the entropy change increases substantially, suggesting a significant
reduction in the uncertainty of the child node.

3.2 Derive analytic expressions for entropy-based uncertainty propagation

The findings from the preceding subsection demonstrate the rationale for selecting entropy
as the central metric for quantifying uncertainty in the probability distributions within BNs. To
complement entropy and provide a comprehensive characterization of probability distributions,
additional statistical features are also extracted, including measures of central tendency (e.g.,
mean, median, and mode), dispersion (e.g., variance and standard deviation), asymmetry (e.g.,
skewness), and tailedness (e.g., kurtosis). With these descriptors, the uncertainty propagation
between connected nodes can be modeled by formulating entropy-based analytic expressions
that capture statistical relationships across nodes. For example, the analytic expressions linking
two nodes can be represented as follows:

HB = fl(HA! Ha, O—Az) +¢ (2)
g = fo(Hy ua,04) + € 3)
0f = fo(Hy, g, 05) + € 4

where p and % denote the mean and variance, respectively. € represents the residual error. This
formulation enables the transformation of uncertainty propagation in BN from computationally
intensive CPT-based updates to efficient analytic expressions, as illustrated in Figure 3.
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Figure 3: Transformation of uncertainty propagation in BN from computationally intensive CPT-based updates
to efficient entropy-based analytic expressions.
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To derive the functional forms of the analytic expressions, a simple BN with two nodes is
constructed, in which node B is the child of node A. Both nodes are discretized into five distinct
states. A marginal probability distribution is assigned to node A, while a conditional probability
distribution is specified for node B. To simulate various evidence scenarios, node A is assigned
arange of prior probability distributions. For each scenario, Bayesian inference is performed to
compute the posterior probability distribution of node B. This procedure yields a dataset
comprising paired samples of prior distributions for node A and the corresponding posterior
distributions for node B. From these distributions, statistical features are extracted to serve as
the basis for fitting analytic expressions that capture the uncertainty propagation within BN.
Note that all statistical features are normalized to the range of 0 to 1.

Next, regression techniques are employed to derive functional relationships between the
statistical features of prior and of posterior distributions. A range of candidate functional forms
are explored to capture these relationships, including linear, polynomial, and nonlinear
functions (e.g., trigonometric, exponential, and logarithmic forms). To achieve an optimal
balance between model complexity and predictive accuracy, Akaike information criterion
(AIC) [13] is utilized to identify and exclude redundant terms that contribute negligibly to the
model performance. The quality of the fitted expressions is assessed using standard metrics of
goodness-of-fit, including the coefficient of determination (R?) and the relative mean squared
error (RMSE).

To derive generalized analytic expressions for uncertainty propagation, a total of 100 BNs
are generated, each with a randomly sampled CPT. The fitting results demonstrate that three
statistical features, i.e., entropy, mean, and variance, can effectively capture the uncertainty
propagation within BNs. The mean (uy) and variance (¢#) of a discrete random variable X are
defined as below:

I )

e = D i ple)

i=1

N
©)
oF = ) (u = m)? p(x)

i=1
where x,,,, and x,,;,, represent the maximum and minimum values of the variable state space,
respectively. The derived optimal functional forms for predicting the entropy, mean, and
variance of the child node B, based on those features of the parent node A, are as follows:

Hy=a Hy+b-us+c-c?+d-pu’+e-us 02+f-exp(grus+h-o?)+i (7
wp=a patbrof e p® tdpd e wyof+frexplgrHythopaticof)+]j ®)
of=a-pua+b-plt+cpld+d-Hyrof +e-exp(f Hy+g-p+h-of)+i-loglus+j)+k (9)

Across all 100 BN, the fitted analytic expressions exhibit robust predictive performance, with
average R? values exceeding 0.81 and average RMSE values below 0.03. Fitting results for a
representative BN using the proposed analytic expressions are depicted in Figure 4.

To evaluate the effectiveness of the proposed formulation across various levels of
discretization, BNs with various numbers of discrete states are constructed. For each specified
number of states, 100 BNs are generated with randomly sampled CPTs. Then, the analytic
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expressions are fitted individually to each BN. The resulting performance metrics, including R?
and RMSE, are averaged over 100 networks, summarized in Tables 1-3. Generally, the
proposed formulation exhibits robust performance across a wide range of discretization levels.
Even in the case of nodes discretized into seven states, the average R? for entropy prediction
reaches 0.74 and the average RMSE remains below 0.03. Additionally, a consistent trend is
observed across the fitting of entropy, mean, and variance: as the number of discrete states
increases, the predictive accuracy of the formulation tends to decline. This decline can be
attributed to the increasing complexity of the CPTs. As the number of discrete states grows, the
conditional relationships between nodes become more intricate, requiring a larger number of
parameters to accurately capture the probabilistic dependencies.
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Figure 4: Fitting results for a representative BN using the proposed formulation: (a) entropy; (b) mean, and (c)
variance.

Table 1: Fitting performance for entropy across various numbers of discrete states.

Number of discrete states 2 3 4 5 6 7
Average R? 1.000 0984 0.875 0.817 0.759  0.740
Average RMSE 0.000 0.005 0.025 0.027 0.024 0.023

Table 2: Fitting performance for mean across various numbers of discrete states.

Number of discrete states 2 3 4 5 6 7
Average R? 1.000 1.000 00911 0.845 0.748  0.700
Average RMSE 0.000 0.000 0.048 0.060 0.075 0.077

Table 3: Fitting performance for variance across various numbers of discrete states.

Number of discrete states 2 3 4 5 6 7
Average R? 1.000 0995 0.875 0.802 0.677 0.678
Average RMSE 0.000  0.009 0.060 0.066  0.083 0.082

4 GENERALIZE FORMULATION TO COMPLEX BN TOPOLOGIES

The above results demonstrate the robust performance of the proposed formulation in
capturing probabilistic dependencies within a two-node BN. Building upon this foundation, this
section extends the formulation to a complex BN topology: the common effect structure. The
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common effect structure describes a configuration in which multiple parent nodes jointly
influence a single child node. This topology is frequently used in large-scale SDTs to model
scenarios where an outcome results from the interaction of several contributing factors, for
example, using data from adjacent traffic monitoring sites to estimate the failure consequences
of a bridge [14,15]. The common effect structure is a primary contributor to the high memory
demand of BN, as the number of parameters in the CPTs grows exponentially with the number
of parent nodes. Consequently, this structure is selected to illustrate the capability of the
proposed formulation to improve computational efficiency.

Updated data CPT-based probabilistic updates:
@ Parameters in CPT: 55=3125 mmp Computationally intensive

Entropy-based formulation:
Hp= Zlef’ (H/‘J Ha;s 03‘,) + Z g//(H/l,z HA,, Ha,y Ha;s 0'31‘7 0'3’) +e

1sisjs5

HB = Z;lﬂ (HA,v Ha,s Ugt) + Z glz(HAn HA,: Bas Poas Ui(, Ui) +e
1<

<i<j<5

Updated beliefs ob=y 0 fI(Hay pay 03) + D gh(Hay Ha, pia, pa, 03, 03) ¢

1<i=j<5

Sisjst

Number of discrete states: 5 Parameters in the formulation: 300 M) Computationally efficient

Figure 5: Comparison between CPT-based probabilistic updates and the proposed entropy-based formulation in
a common effect structure.

Herein, a BN with six nodes is constructed to instantiate the common effect structure,
wherein five parent nodes are connected to a single child node, as shown in Figure 5. Each node
is discretized into five distinct states. Accordingly, the marginal probability distribution of each
parent node has five parameters, while the conditional probability distribution of the child node
has 5° = 3125 parameters, leading to substantial memory demands. The proposed formulation
can significantly alleviate this issue. Specifically, the entropy, mean, and variance of the child
node can be obtained from analytic expressions that utilize the corresponding features of the
parent nodes as inputs.

Unlike the two-node BN, where the child node is influenced by a single parent, the modeling
of a common effect structure needs to capture both the individual contributions of each parent
node and the interactions among them. As such, the entropy, mean, and variance of the child
node are formulated as a combination of individual contribution terms and interaction terms:

° (10)
HB = Z fl. (HAi' :uAil O-Azl) + Z gl.] (HAi' HA]" #Ai' #A]" o‘ji' 0‘1‘%]) te
=1 1<i<js<5
’ (11)
! !
Up = z . ﬁ. (HAl" I’lAl" O—Azl) + z gl] (HAi' HA]" :u'Ai' ,U.A]., Uji; 0—31) +¢€
=1 1<i=j<5
’ (12)
n n
UB; = z ﬁ. (HAL":U'Ai' o-jl) + Z gij(HAi' HA]"I’[AL"I’[A]" o-ji‘ 0.42]) +e€
=1 1<i=)<5

where £;(), f/ (), and f’(-) denote the individual contributions of each parent node to the
entropy, mean, and variance of the child node, respectively. Their functional forms are detailed
in Equations 7-9. g;;(-), gi;(-), and g;;(-) represent the contributions of interactions between
different parent nodes to the entropy, mean, and variance of the child node, respectively. For
entropy fitting, interaction terms are constructed from the products of the entropies, means, and
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variances of all pairs of parent node. For the fitting of mean and variance, additional interaction
terms are included, encompassing the products between the entropy of one parent node and the
mean or variance of another, as well as the products between the means and variances of
different parent nodes.

To evaluate the generalizability and robustness of the proposed formulation across diverse
parameter configurations, 100 BNs are created with randomly sampled CPTs. For each BN, a
set of prior probability distributions is assigned to parent nodes. Bayesian inference is then
conducted to obtain the posterior probability distribution of the child node. This yields a dataset
consisting of paired samples of prior distributions for the five parent nodes and the
corresponding posterior distributions for the child node. Subsequently, the entropy, mean, and
variance are extracted from each probability distribution. Regression analysis is then performed
using the functional forms defined in Equations 10-12 to derive analytic expressions that
capture uncertainty propagation within the common effect structure. Generally, the proposed
formulation demonstrates strong predictive capability in capturing the statistical features of the
child node. Across 100 BNs, the average RMSE values for entropy, mean, and variance
predictions are 0.082, 0.059, and 0.062, respectively. Figures 6-8 show several representative
fitting results for the entropy, mean, and variance of the child node, respectively.
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Figure 6: Representative fitting results for the entropy of the child node within the common effect structure
using the proposed formulation.
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Figure 8: Representative fitting results for the variance of the child node within the common effect structure
using the proposed formulation.

The improvement in storage efficiency of the proposed formulation compared to CPTs is
demonstrated through two scenarios: (a) five parent nodes are connected to a single child node,
wherein the number of discrete states per node varies from 3 to 8; and (b) the number of parent
nodes in the common effect structure varies from 3 to 8, with each node having five discrete
states. For the first scenario, as the number of discrete states increases, the number of parameters
in the CPTs grows exponentially, leading to an explosive rise in storage demand, as summarized
in Table 4. In contrast, the number of parameters in the proposed formulation remains constant
at 300 across all discretization levels, highlighting its storage efficiency in fine discretization
granularity. For the second scenario, the number of parameters in CPTs increases exponentially
with the number of parent nodes. Particularly, when eight parent nodes are connected to one
child node, the parameter count in CPTs becomes prohibitively large. By comparison, the
number of parameters in the proposed formulation increases linearly with the number of parent
nodes, demonstrating its superior scalability for BN modeling.

Table 4: Comparison of storage requirements between CPTs and the proposed formulation under varying
numbers of node discrete states in a common effect structure (five parent nodes connected to one child node).

Number of discrete states 3 4 5 6 7 8
Parameters in CPTs 33=243 4=1024 5°=3125 6°=7776 7°=16,807 8 =32,768
Parameters in formulation 300 300 300 300 300 300

Table 5: Comparison of storage requirements between CPTs and the proposed formulation under varying
numbers of parent nodes in a common effect structure (each node has five discrete states).

Number of parent nodes 3 4 5 6 7 8
Parameters in CPTs 53=125 5*=625 5°=3125 5%=15,625 57=78,125 5%=390,625
Parameters in formulation 135 210 300 405 525 660

5 CONCLUSIONS

This paper proposes an entropy-based formulation for Bayesian networks (BNs) to tackle the
storage and computational challenges in modeling large-scale system digital twins (SDTs). The
formulation characterizes the probability distributions of network nodes using three statistical

10
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features: entropy, mean, and variance. By deriving and fitting analytic expressions that capture
the probabilistic dependencies between connected nodes, the proposed formulation can improve
computational efficiency of BNs while preserving predictive accuracy. The main conclusions
are summarized as follows:

®  The analytic expressions are derived from a simple two-node BN structure. The fitting
results show that the proposed formulation effectively captures the entropy of the child
node, achieving average R? values exceeding 0.81 and mean RMSE values below 0.03
across 100 randomly sampled BNss.

®  The proposed formulation is further extended to model the common effect structure, where
five parent nodes are connected to one child node. The results show that the proposed
formulation achieves an average RMSE of 0.082 in entropy prediction across 100 BN,
demonstrating its robust generalization capability to complex network topologies.

®  The proposed formulation significantly improves storage efficiency of BNs under varying
network complexities. Specifically, the number of parameters in the proposed formulation
remains constant across various discretization levels and increases linearly with the
number of parent nodes, in contrast to the exponential growth in conditional probability
tables (CPTs).
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